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(54) COPYING DEVICE USING LIVING BODY INFORMATION 

(57)Abstract: 

PROBLEM TO BE SOLVED: To perform sure management against illegal 
copy and leakage of confidential documents, and also accurately read a finger 
print for identifying an operator. 

SOLUTION: When a start button 2 of an operation display part 1 is pressed, 
a finger print reading part 2 1 reads the finger print of a finger which contacted 
a protection bell 233. An authentication information synthesis part creates 
authentication information by synthesizing the read finger print information 
and peculiar information of the copying device. A dispersion/synthesis 
processing part writes the authentication information in plural points of an 
image data as watermark information, and an image output part 4 prints the 
image data containing the authentication information on a sheet of printing 
paper. When all the set manuscripts have been copied, the protection belt 233 
is shifted by a certain range by rotating a driving roller 23 1 of a cleaning 
means 23, and a cleaning roller 243 cleans the part contacted by the finger of 
the operator at the time of starting copying, and thus the copying operation is 
ended. 
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* NOTICES * 

Japan Patent Office is not responsible for any 
damages caused by the use of this translation. 

l.This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2 **** s hows the word which can not be translated. 
3. In the drawings, any words are not translated. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[The technical field to which invention belongs] This invention relates to the improvement in the reading 
precision of a fingerprint which specifies an operator while attaining the reproducing unit using the 
biological information which specifies individuals, such as luster of a fingerprint or a pupil, voice, and a 
handwriting character, especially unjust copy, and rationalization of management to disclosure of a 
confidential document. 
[0002] 

[Description of the Prior Art] In the information system using the personal computer, in order to prevent 
inaccurate AKUSESE, the fingerprint recognition equipment of optical [ which discriminates him or 
others using a fingerprint ], or an electrostatic-capacity formula is developed. The copying machine which 
limits those who permit use using this fingerprint recognition equipment is indicated by JP,7-28365,A and 
JP 5 7-129049,A. 

[0003] The copying machine shown in JP,7-28365,A If a fingerprint reader is prepared in the lower part 
of a transparent start button and a start key is pushed with an operator's finger Irradiate light at the finger 
pushed through the start button from the light-emitting part, and the reflected light from a finger is 
received by the fingerprint reader through a start button. The fingerprint of the pushed finger is read, and 
the copy is made into disapproval when a copy is permitted when in agreement with the fingerprint with 
which the read fingerprint is registered as compared with the fingerprint which registered the read 
fingerprint beforehand and has memorized it, and the read fingerprint is not registered. Moreover, the 
copying machine shown in JP,7- 129049, A prepares a fingerprint reader in a starter button, when a start 
button is pushed with an operator's finger, it reads a fingerprint, when in agreement with the fingerprint 
registered beforehand, it permits use of a copying machine, and it memorizes the date and the number of 
copies at that time, and it is made to manage the number of copies according to section. 
[0004] 

[Problem(s) to be Solved by the Invention] By recognizing an operator's fingerprint as mentioned above, 
although it can do, those who permit use of a copying machine only to those who registered beforehand 
and to whom use of a copying machine was permitted may copy an inaccurate document. Moreover, it is 
generated, when copying a confidential document and leaking outside. Thus, even if it checked the 
confidential document leaked to an inaccurate document and the inaccurate exterior even if it copied the 
inaccurate document, or copied the confidential document and leaked outside, it was not able to be 
checked with which copying machine the document had been copied by whom. 
[0005] Although the fingerprint is read when a start button is pushed with a finger, two or more 
fingerprint back will remain in the start button used repeatedly, and it will become impossible moreover, 
to read a fingerprint correctly. 

[0006] While this invention improves this demerit, checks the confidential document leaked to an 
inaccurate document and the inaccurate exterior, checks with which copying machine the document has 
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been copied by whom and ensures management to an unjust copy or disclosure of a confidential 
document, it aims at offering the reproducing unit using the biological information which can read 
correctly the fingerprint which specifies an operator. 
[0007] 

[Means for Solving the Problem] The reproducing unit using the biological information concerning this 
invention When an operator's fingerprint registered beforehand is inputted, compound the peculiar 
information which specifies fingerprint and equipment of the operator to whom use was permitted, and 
authentication information is created. Space through two or more places of the image data which read the 
created authentication information, and it writes in as information. It is a reproducing unit using the 
biological information which prints and outputs image data including authentication information to the 
recording paper, and the fingerprint reader which detects an operator's fingerprint, and a start switch are 
made into integral construction, and it is characterized by having the cleaning means of a fingerprint 
reader. 

[0008] A cleaning means has a belt cleaning means to contact the circulating protection belt wound 

around the roller formed in the both ends of a fingerprint reader, and a protection belt. 

[0009] Moreover, the above-mentioned cleaning means may have the protection belt of a winding 

formula wound around the roller formed in the both ends of a fingerprint reader. 

[0010] 

[Embodiments of the Invention] The reproducing unit of this invention has an operation display, the 
picture input section, the picture output section, a control section, and external storage. The start button 
of an operation display has a fingerprint reader, a start switch, and a cleaning means. A start switch is 
formed in the lower part of a fingerprint reader, and when a fingerprint reader is pushed, it operates. A 
cleaning means has the drive roller formed near [ one ] the edge of a fingerprint reader, the follower roller 
formed near the other-end section, a protection belt, and a cleaning roller. A protection belt is wound 
around a drive roller and a follower roller, and touches the reading side of a fingerprint reader, A front 
face consists of flexible fiber, a flexible resin, etc., and a cleaning roller cleans a protection hair side of 
belt side. The picture input section reads the manuscript to copy and outputs the read image data. The 
picture output section has image formation meanses, such as a picture write-in means and a photo 
conductor, and prints and outputs the read image data to the recording paper. 

[001 1] A control section has CPU, ROM and RAM and the clock section which manage operation of the 
whole equipment, the peculiar information-storage section, the image data storage section, the living 
body information-storage section, the authentication information-synthesis section, the authentication 
information-storage section, composition and the distributed-processing section, and an external storage 
interface. Peculiar information, such as a model of reproducing unit and a manufacture equipment item 
number, is beforehand stored in the peculiar information-storage section, and the fingerprint of those who 
permit use of a reproducing unit inputs into the living body information-storage section beforehand, and 
is registered into it. 

[0012] If an operator sets a manuscript in the automatic manuscript feed gear of the picture input section 
and pushes the start button of an operation display when reading and carrying out the printout of the 
manuscript by the reproducing unit, a fingerprint reader will read the fingerprint of the finger in contact 
with the protection belt. CPU compares the feature of the read fingerprint with the feature of the 
fingerprint registered into the living body information-storage section, when the read fingerprint is not 
registered beforehand, displays copy disapproval on an operation display, and forbids copy operation. 
When the read fingerprint is registered beforehand, the fingerprint information is sent to the 
authentication information-synthesis section. When fingerprint information is sent, the authentication 
information-synthesis section reads in the peculiar information-storage section the peculiar information on 
a reproducing unit, the date currently then outputted from the clock section, and time, compounds 
fingerprint information, the peculiar information on a reproducing unit and a date, and time, creates 
authentication information, stores it in the authentication information-storage section, and makes external 
storage memorize the created authentication information through an external storage interface. After 
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creation of authentication information is completed, CPU makes copy operation start. If it goes into copy 
operation, CPU sends the set manuscript, makes reading operation start in the picture input section, and 
stores the image data of the read manuscript in the image data storage section serially. If all 1-page 
manuscripts are read, CPU directs composition of image data and authentication information in 
distribution / composition processing section. Distribution / composition processing section reads the 
image data stored in the authentication information stored in the authentication information-storage 
section, and the image data storage section, spaces authentication information through two or more 
places of image data, writes it in as information, and stores image data including authentication 
information in the image data storage section. After composition of image data and authentication 
information is completed, CPU sends the image data which compounded the authentication information 
stored in the image data storage section to the picture output section, and performs printing operation to 
the recording paper. If all the set manuscripts are copied, the drive roller of the cleaning means of a start 
button will be rotated, only the fixed range moves a protection belt, the portion which an operator's finger 
contacted at the time of a start is cleaned by the cleaning roller, and copy operation is ended. 
[0013] 

[Example] Drawing 1 is the block diagram showing the composition of one example of this invention. As 
shown in drawing, a reproducing unit has the operation display 1, the picture input section 3, the picture 
output section 4, a control section 5, and external storage 6. The operation display 1 displays the 
operating state of a reproducing unit while an operator sets the number of copies etc., and as shown in 
drawing 3 which is the cross section of drawing 2 , and the A-A cross section of drawing 2 , a start 
button 2 has the fingerprint read station 21, the start switch 22, and the cleaning means 23. The 
fingerprint read station 21 consists of a small sensor chip of the electrostatic-capacity formula which 
measures the feeble current which flows into the portion which optical or the finger which has CCD etc. 
contacted, and reads the pattern of a fingerprint, is pressed down in the lower part, has the section 21 1, is 
contained by the case 24 in which the upper surface carried out opening, and is energized upward with 
the spring 25. When it is prepared in the lower part of the fingerprint read station 21 and the fingerprint 
read station 21 is pushed, the start switch 22 is pushed by the presser-foot section 21 1 of the fingerprint 
read station 21, and operates. The cleaning means 23 has the drive roller 231 formed near [ one ] the 
edge of the fingerprint read station 21, the follower roller 232 formed near the other-end section, the 
protection belt 233, and a cleaning roller 234. The drive roller 23 1 is connected with the drive motor 235 
attached in the side of a case 24 with the drive 236 which has a driving belt or a chain. The protection 
belt 233 is wound around the drive roller 23 1 and the follower roller 232, contacts the reading side of the 
fingerprint read station 21, is pressed down with a fingerprint read station main part, and passes along 
between the sections 211. This protection belt 233 consists of a transparent sheet, when [ optical ] the 
fingerprint read station 21 detects a visible ray, and when [ optical ] detecting infrared radiation, it 
consists of a thermally conductive good sheet. A front face consists of flexible fiber, a flexible resin, etc., 
and a cleaning roller 234 cleans the front face of the protection belt 233. 

[0014] The picture input section 3 reads the manuscript to copy, and outputs image data. The picture 
output section 4 has image formation meanses, such as a picture write-in means and a photo conductor, 
and prints and outputs the read image data to the recording paper. ROM52 which has memorized the 
control program of CPUS 1 and CPUS 1 with which a control section 5 manages operation of the whole 
equipment, In the work memory of CPUS 1 etc. RAM53 and the clock section 54 which are used, the 
peculiar information-storage section 55, the image data storage section 56, the living body 
information-storage section 57, the authentication information-synthesis section 58, the authentication 
information-storage section 59, distribution / composition processing section 60, the compression 
restoration section 61, the communications control section 62, a modem 63, and the network control 
section 64 And it has the external storage interface 65. The clock section 54 outputs the date and time. 
The peculiar information- storage section 55 memorizes peculiar information, such as a model of 
reproducing unit, and a manufacture equipment item number. The image data storage section 56 
memorizes the image data of the manuscript read in the picture input section 3. The fingerprint of those 
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who permit use of a reproducing unit inputs into the living body information-storage section 57 
beforehand, and is registered into it. The authentication information-synthesis section 58 compounds the 
fingerprint read by the fingerprint read station 21, the peculiar information memorized in the peculiar 
information-storage section 55, the date currently then outputted from the clock section 54, and time, and 
creates authentication information. The authentication information-storage section 59 memorizes the 
authentication information compounded in the authentication information-synthesis section 58. When 
printing the image data memorized in the image data storage section 54 in the picture output section 4, 
distribution / composition processing section 60 writes the authentication information memorized to the 
image data to output at the authentication information-storage section 59 in two or more places, and 
compounds it. The compression restoration section 61 restores the image data which compressed the 
image data by which authentication information was compounded, sent to the communications control 
section 62, and was sent from the communications control section 62, when a transfer of the image data 
memorized in the image data storage section 54 is chosen. The communications control section 62, a 
modem 63, and the network control section 64 receive and process the image data which transmitted 
image data to host equipment etc. and was transmitted from host equipment etc. The external storage 
interface 65 controls I/O of the external storage 6, such as a floppy disk and CD-ROM. 
[0015] Operation when reading and carrying out the printout of the manuscript by the reproducing unit 
constituted as mentioned above is explained with reference to the flow chart of drawing 4 . 
[0016] If an operator sets a manuscript in the automatic manuscript feed gear of the picture input section 
3, operates the operation display 1, sets up the number of copies etc. and pushes a start button 2 (Step 
SI), the fingerprint read station 21 will read the pattern of the fingerprint of a finger that the protection 
belt 233 was contacted (Step S2). CPU51 compares the pattern of the read fingerprint with the pattern of 
the fingerprint registered into the living body information-storage section 57 (Step S3), when the read 
fingerprint is not registered, displays copy disapproval on the operation display 1, and forbids copy 
operation (step S4). Moreover, when the read fingerprint is registered beforehand, the fingerprint 
information is sent to the authentication information-synthesis section 58. The authentication 
information-synthesis section 58 will read in the peculiar information-storage section 55 peculiar 
information, such as a model of reproducing unit, and a manufacture equipment item number, the date 
currently then outputted from the clock section 54, and time, if fingerprint information is sent. Fingerprint 
information, the peculiar information on a reproducing unit and a date, and time are compounded, 
authentication information is created, it stores in the authentication information-storage section 59, and 
external storage 6 is made to memorize the created authentication information through the external 
storage interface 65 (Step S5). After creation of authentication information is completed, CPU51 makes 
copy operation start (Step S6). If it goes into copy operation, CPU51 sends the manuscript set in the 
automatic manuscript feed gear of the picture input section 3, makes reading operation start in the picture 
input section 3, and stores the image data of the read manuscript in the image data storage section 56 
serially (Step S7). If all 1-page manuscripts are read (Step S8), CPU51 directs composition of image data 
and authentication information in distribution / composition processing section 60. As the authentication 
information stored in the authentication information-storage section 59 is read and it is shown in drawing 
5 , distribution / composition processing section 60 reads the image data 7 stored in the image data 
storage section 56, and the authentication information 8 is written in two or more places of image data 7 
as watermark information whose 1 DODDO is 30 micrometers - 300 micrometers, and it stores it in them 
at the image data storage section 56 (step S9). After composition of image data and authentication 
information is completed, CPU51 sends the image data which compounded the authentication 
information 8 stored in the image data storage section 56 to the picture output section 4, and performs 
printing operation to the recording paper (Step S10). When printing this image data on the recording 
paper, the authentication information 8 is printed with the image data 7 of a manuscript. Since 1 DODDO 
is 30 micrometers - 300 micrometers, this authentication information to print is printed by the recording 
paper as a watermark, and does not need to affect image data 7. Moreover, since the authentication 
information 8 printed is distributed to two or more places of image data 7 and it is printed, there is also a 
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portion which does not lap with image data 7, and the authentication information 8 is printed correctly. 
After following all the manuscripts that had processing of printing set from this manuscript reading (Step 
S I 1), a fixed time drive of the drive motor 235 of the start button 2 of the operation display 1 is carried 
out, the drive roller 23 1 of the cleaning means 23 is rotated, only the fixed range moves the protection 
belt 233, and CPUS 1 cleans the portion which an operator's finger contacted at the time of a start by the 
cleaning roller 234, and ends copy operation (Step SI 2). 

[0017] Thus, since it prints on the recording paper with the image data 7 of a manuscript by considering 
the authentication information 8 containing the fingerprint information which specifies those who copied 
the manuscript, the peculiar information which specifies a reproducing unit, and the copied time as a 
watermark, when secret documents leak outside, for example, it can check by which reproducing unit it 
has copied when by being printed by the secret documents by watermark and checking the authentication 
information 8. Moreover, since it can check by which reproducing unit it has been copied, it can check 
who the fingerprint information shown in the authentication information 8 was compared with the 
fingerprint information registered into the reproducing unit, and has copied the confidential document, 
and security can be raised. Furthermore, since it distributes to two or more places of image data 7 and the 
authentication information 8 is printed by the watermark, it can recognize authentication information 
correctly in the portion which does not lap with image data 7. 

[0018] Moreover, management of the number of copies according to individual can also be easily 
performed by memorizing the number of copies at that time with the authentication information 8 to 
external storage 6. 

[0019] Furthermore, since the portion which an operator's finger contacted at the time of the start of the 
protection belt 233 is cleaned by the cleaning roller 234, when pushing a start button 2 at the time of a 
copy start, there is no dirt by the fingerprint etc. in the front face of the protection belt 233 with which an 
operator's finger contacts, the fingerprint of the operator in contact with the protection belt 233 can be 
correctly read by the fingerprint read station 21, and it can prevent a reading error and reading impotentia 
arising. 

[0020] Although the above-mentioned example explained the case where the printout of the image data 
of the manuscript read by the reproducing unit was carried out by the reproducing unit, it is transmitted 
to the printer equipment which compressed image data including the authentication information 8 stored 
in the image data storage section 56 in the compression restoration section 61, and the operator specified 
through the communications control section 62, the modem 63, and the network control section 64, and 
you may make it print it. Thus, the recording paper which printed the image data of a manuscript with the 
printer equipment specified by the operator can be obtained, and it can prevent important documents 
passing into others. 

[0021] Moreover, although the above-mentioned example explained the case where the protection belt 
233 was cleaned by the cleaning roller 234, it may clean the protection belt 233 by the cleaning blade 
which has flexible fiber, a flexible resin, etc. on a front face. 

[0022] Furthermore, although the above-mentioned example explained the case where the circulating 
protection belt 233 was used for the cleaning means 23, it uses protection belt 233 a of an exchangeable 
winding formula, and you may make it roll round at a time protection belt 233 a wound around the 
follower roller 232 23 1 ******** S of drive rollers, as shown in drawing 6 . 
[0023] Moreover, when the copy of the number of times of fixed is completed, you may make it roll 
round protection belt 233,233a, although the above-mentioned example explained the case where 
protection belt 233,233a was rolled round whenever one copy is completed. 
[0024] 

[Effect of the Invention] As explained above, this invention compounds the peculiar information which 
specifies fingerprint and equipment of the operator to whom use was permitted, and creates 
authentication information. When the shell spaces through two or more places of the image data which 
read the created authentication information, writes in as information, prints image data including 
authentication information on the recording paper, and it was made to output, and an unjust copy are 
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performed or secret documents leak outside By being printed by the documents by watermark and 
checking authentication information, it can check by which reproducing unit it has copied when. 
[0025] Moreover, since it can check by which reproducing unit it has been copied, it can check who the 
fingerprint information shown in authentication information was compared with the fingerprint 
information registered into the reproducing unit, and has copied the confidential document, and security 
can be raised. 

[0026] Furthermore, since it distributes to two or more places of image data and authentication 
information is printed by the watermark, it can recognize authentication information correctly in the 
portion which does not lap with image data. 

[0027] Moreover, management of the number of copies according to individual can also be easily 
performed by memorizing the number of copies with authentication information. 
[0028] Furthermore, since the protection hair side of belt side where an operator's finger contacts is 
cleaned, the fingerprint of the operator in contact with the protection belt can be correctly read by the 
fingerprint reader, and it can prevent the reading error and reading impotentia of a fingerprint arising. 



[Translation done.] 
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